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The Illusion of  Privacy 

1

ID Theft Education and Protection in the Digital Age
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Identity theft occurs when 
someone uses another 
person’s personal 
information to commit  fraud 
or other crimes.
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What is Identity Theft?
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Identity Theft Statistics
§ An estimated 15 million Americans had their identity 

stolen in 2021, however, most cases are never 
reported.

§ FTC reported the 60-69 age group lost the most in 
fraud induced expenses.

§ 9 in 10 ID Theft victims did not know anything about 
the offender.

§ People active on social media are more likely to have 
their personal details stolen.

§ Fewer than 1 in 10 reported the incident to police.
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What 
personal 
information 
do thieves 
want?
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Name

Address

Social Security Number

Birth Date

Drivers License Number

Bank Account Details

Credit Card Information
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What can 
identity 
thieves do 
with your 
personal 
information?
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Open New Bank Accounts

Drain Existing Accounts

Apply for a New Drivers License

Apply for Credit Cards

Apply for Utilities/Phone Service etc.

Apply for Government Benefits

Buy a Car, Home or Rent an Apartment

File Fraudulent Tax Returns

Commit a Crime /Use Your Name
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How Do They 
Get Your 
Personal 
Information?
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Stealing Mail Stealing from 
Your Purse

Breaking Into 
Your Car

Old Fashioned Stealing…
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Your personal 
information is stolen 
by thieves remotely 
breaking into your 
computer system.
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Spyware/Hacking
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Phishing

The activity of  
defrauding an online 
account holder of  
financial information 
by posing as a 
legitimate company.
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Phishing 
Email…
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Social Networks/Blogs

• Join sites that limit access to posts by 
a defined group of  users.

• Minimize personal information posted 
on the site.

• Use privacy settings to restrict access 
to personal sites.

• Remember, once your information is 
online, it can’t be taken back.
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Howard County Police Department 16

• DO NOT give out your 
personal information to
ANYONE over the 
phone unless you 
initiated the call.

Telephone

16
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The theft of  credit 
card information used 
in an otherwise 
legitimate transaction.
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Skimming

17

Skimmer 

19
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Blank Credit Cards 
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20
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Free WiFi/Hotspot Networks
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Free WiFi/Hotspot Safety Tips
§ Get a Virtual Private Network (VPN).

§ Avoid automatically connecting to WiFi Hotspots.

§ Confirm the network name.

§ Turn on your firewall.

§ Minimize accessing sites that require and logon and 
password.

23
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24

Medical 
Identity 

Theft
When someone 

steals your personal 
information to 

fraudulently obtain 
medical services or 

equipment
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§ Stolen medical data is 20-50 times more valuable 
than financial data.

§ In 2021, 45 million individuals were affected by 
healthcare breaches, up from 34 million in 2020.

§ 20% of  medical identity fraud victims experience 
misdiagnosis and mistreatment.  

§ 65% of  Medical ID Theft victims paid an average of  
$13,500 to resolve the crime.

25

Little Known Medical ID Theft Facts
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Fraudulent Billing Medical Services
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Medical ID Theft Uses
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How Do You 
Know If  Your 
Medical 
Identity Has 
Been Stolen?

27

§ You get a bill for medical 
services that you didn’t 
receive.

§ Told that you have reached 
your maximum benefits.

§ Start receiving calls from 
collection agencies.

§ Unfamiliar medical 
collection notices on your 
credit report.

27

§ Obtain copies of  medical records.

§ Get an Accounting of  Disclosures report. One free 
copy per year.

§ Ask for corrections to your medical records.

§ Keep records and document all correspondence.

§ The provider who made the mistake must correct it.

§ Make a police report and file a report with the 
Federal Trade Commission.
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What To Do If  You Are A Victim?
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TAX IDENTITY THEFT
A thief uses your personal information to 
file a fraudulent tax return claiming refunds 
or to get a job.

30

30

False Return Methods
§ False returns are filed early prior to the IRS W-2 

matchup.

§ Tax refund is made to a checking account or pre-
paid debit card.

§ Debit cards are used by the thief  or sold on the open 
market.

§ Stolen information then sold to other thieves.
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What To Do After The False Filing
§ Make a police report.

§ Report to the IRS  and complete ID Theft Affidavit 
form 14039.

§ Send a copy of  the police report and IRS Form 
14039 to the IRS.

§ Keep good correspondence records.
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Child Identity Theft
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Child ID Theft Key Findings
§ A social security number is the top compromised 

identifier.

§ Victimization frequently occurs close to home by 
family or friends.

§ Child Identity Fraud is more difficult to detect and 
resolve than adult ID Fraud.

§ Children are being targeted 35 times more often 
than adults.
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Online Search Engines
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Data Brokers

46
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Data Brokers

A data broker is an individual or company that 
specializes in collecting personal data or data about 

companies, mostly from public records, and selling or 
licensing such information to third parties for a variety 

of  uses.
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How Do Data Brokers Collect Info
§ Your Web Browsing History: Every time you use the 

internet, you are leaving an electronic trail.

§ Public Sources: This includes birth certificates, 
marriage licenses, voter registration records, court 
records, motor vehicle records and census data.

§ Credit Cards: Credit card networks may sell user 
information, such as purchase history, to data 
brokers who sell it to advertising agencies.

§ Mobile Apps.
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Data Breach

A Data Breach is an incident in which sensitive, 
protected or confidential data has potentially been 

viewed, stolen or used by an individual unauthorized to 
do so.

49

49



2/8/23

17

Data Breach Facts
§ 2021 recorded 1862 data breaches. 

§ The ITRC 1543 data breach incidents comprised the 
sensitive data of  over 150 million individuals.

§ Half  of  all data breaches globally to occur in the 
United States by 2023.

§ 87% of  data breaches exposed social security 
numbers.

§ The average sensitive data breach took 112 days to 
detect in 2021.

50

50

Data Breach Letter
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Colonial Pipeline
§ Company manages a large pipeline that ships 

petroleum products throughout the US.

§ Victim of  ransomware attack.

§ Attackers breached the company through a VPN 
account with a single compromised password.

§ The company suspended operations for 6 days 
causing fuel shortages and price increases.
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ShinyHunters: Wave 3
§ Posted stolen data bases from at least 10 companies.

§ The breaches included Pixlr, MeetMindful, TeeSpring and 
7 other organizations. 

§ The stolen data base information was leaked for free.

§ Sensitive information such as names, payment methods, 
physical/billing address, email address, DOB   

§ 124 million records exposed
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T-Mobile
§ Stolen information listed for sale on the dark web. 

§ The leaked records included names, dates of  birth, 
Social Security numbers, driver's license/ID 
information on current, former or prospective T-
Mobile customers

§ 40 million records compromised. 
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What Happens To Your Information?

55
It’s sold on Dark Web
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What Is The Dark Web?

The Dark Web is a collection of  thousands of  websites 
that use anonymity tools like Tor and I2P to hide their 

IP address. 
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What Is Sold On The Dark Web?
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Guns Drugs Hitmen
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How Much Is My Information Worth?
§ Stolen debit/credit card: $5 to $110

§ Prestige credit card (include platinum, diamond, 
black) with high verified available balance: $20 to 
$400

§ Passports (US) $1000-$2000

§ Online payment service login credentials: $20-$200 

§ Complete US identity package: $30

§ Personal medical records: $1 to $1000
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60

61
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§ You receive calls from collection agencies.

§ Contact from your bank.

§ New accounts or changes to your existing accounts 
that you didn’t initiate.

§ Denied a loan.

§ Arrested for a criminal offense you didn’t commit.

§ Incorrect information on your credit report.
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Discovering Identity Theft
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§ ACT IMMEDIATELY

§ Report to police.

§ Contact creditors for all accounts that have been 
tampered with or opened fraudulently.

§ Notify the three credit bureaus and request a Fraud 
Alert be placed on your credit report.

§ Keep detailed records.

§ File a complaint with the Federal Trade Commission.
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What To Do If  Your Identity Is Stolen
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IT’S NOT ALWAYS RANDOM!

Information 
can be 
stolen by:

64

§ Relatives
§ Friends
§ Hospitals
§ Doctors Offices
§ Schools
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§ Every person is entitled to a free copy of  his or her 
credit report from each major credit bureau. 

§ Get a copy of  your credit report from 
www.annualcreditreport.com once a year to make 
sure that information is accurate and complete.

§ Consider ordering reports on a staggered basis 
throughout the year. 

§ FREEZE YOUR CREDIT FILE.

65

Know Your Credit
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http://www.frecreditreport.com/
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CREDIT FREEZE

66
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Credit Freeze

A credit freeze restricts access to your credit report, 
which means you-or-others won’t be able to open a 
new credit account while the freeze is in place. You 
can temporarily lift the credit freeze if  you need to 

apply for new credit. 
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It’s not if, but when!!!!!

68
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Thank You!
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Contact Information

Center for Elder Justice and Education

Andre Lingham

667-352-0295

cfejae2021@gmail.com

www.elderjusticeandeducation.org
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